38%: 45 o B F 2% 5 i B R Vol. 38 No. 5
2021 4E5 H MICROELECTRONICS &. COMPUTER May 2021

SIS RN AR A R SRR IR PO SRR R 10 22 00 BRAA 0 28 BE T 52 LT 1. B T2 5 3L, 2021, 38(5) 1 48~

53. [HOU X J,LIZ H, LI Z K. Research on differentially private classification algorithm based on layer-wise relevance propaga-

tion[J]. Microelectronics & Computer,2021,38(5):48-53. ]

S H R AR MR O 2 S IARA 5 KB AT 5

RANED AT, F R
(1 PG TR A7 BACAEFRAL BEPE P92 7100485 2 BEPUITE K HHLHLRIA B8 Bl 992 710119)

W OB N THILEREHEREFI AL X IR PEFENFERE RPN R R — LT E S M
KREEBFHEZPRBL XL Z ZEFEAXRABRA XA A FEA BN EGNREAX S, AEAAMEXEE
T BL M Ak B g SE R Adam R FHATH AN, R ERFEH X ELBEEATE N ME 20 BAT S
Bt M N IR, L2 RE W R E R SI AR 0y B A, 66 4 PROE AR 8 B9 0 K 3.

KR ERAMRMEREFN 20 BA R F 0%

FESES: TP309 MERFRIRTE: A XEHS: 1000—7180(2021)05—0048—06

Research on differentially private classification algorithm
based on layer-wise relevance propagation

HOU Xiao-jun', LI Ze-hua®, LI Ze-kun®

(1 Xi’an Technological University, Information management department, Xi’an 710048, China;

2 School of Computer Science,Shaanxi Normal University, Xi’an 710048, China)

Abstract: To prevent attackers from restoring the training dataset and to protect the input image during the
application process of deep learning image classification model, a differential privacy classification algorithm based on
LRP (Layer-wise Relevance Propagation) is proposed in the paper. The relevance between image features is firstly
quantified according to LRP in the proposed algorithm, then adaptive noise is added to the loss function based on
feature relevance and Adam mechanism is used for model optimization. Finally, a differential private transform layer
is constructed to perturb the input image and privacy budget is assigned according to feature relevance during model
application stage. Experimental results show that the proposed algorithm achieves high classification accuracy in
condition of privacy preservation.

Key words: layer-wise relevance propagation (ILRP); deep learning; differential privacy; classification; privacy budget
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